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How To Be Safe From Reward Points Scam ?
 Never respond to such SMSs and always use Bank’s official App 

/Website to redeem your rewards/benefits.
 Always contact Bank Customer Support for any offers/benefits.
 Keep your devices protected with up-to-date antivirus and anti-

malware software. 
 Use strong and unique passwords for your online accounts, especially 

for Banking and Financial websites.

User receives SMS 
about Reward 

Points Expiring and 
a link to Redeem 

the points
Sample SMS

Your Credit Card reward points 
INR4,999 due to expire. Redeem 
points into your account. Click 

Here icic.gy/wdhsk98

What happen if user click on the link?
• As soon as user click on the link, user is forwarded to a malicious 

website asking for Personal/credit card details .
• Many times an unknown malware gets downloaded on your 

mobile.
• The link is a Phishing link and as soon as user enter the details , 

the scammer performs the fraudulent transaction. 


