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OCTOBER IS CYBER SECURITY MONTH
Information Security Starfs With you
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How fo Stay Safe

DIGITAL PAYMENT FRAUDS
Cyber Criminals Dupe
forge to Dupe users of

their money

UPI Fraud: Fraudsters call and in
the pretext of sending money
sends a ‘Money Request’ instead
and aks you to enter UPI PIN

UPI PIN is only needed fo SEND
money. Never Enter UPI PIN
when expectling a payment.

/

\,
(
Remote Access Fraud: Fraudsters
send Link contfaining remote
access apps like AnyDesk
Jeamviewer which when installed
gain access to viclim’s phone,

Disconnect calls asking for KYC
Verifications or bank
account/card blocking

computer

y \. >
/" Social Media Fraud : Fraudsters § L
spread foke  customer care (r N\

numbers of banks & wallet/UPI
platforms on Social Media, IF users
call on Such numbers, Fraudsters
pose as official representatives and
\_dupe money

Do not Search for Bank/UPI
customer care numbers on
search engines or social media.
Abways visit the official website.
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~ PHISHING SCAM |

Do not open suspicious emails or attachments claiming
to be from well-known organizations.

Check for red flags , such as strange email addresses,
grammatical mistakes or misspellings.

Never share any personal or Financial information to
anyone through emails.

Use strict spam filtering for official and personal
emails.

Verify URLs by hovering the cursor over links. If the
URL doesn’t match the link, text or looks strange, it
may be spoofed.
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Do not respond to
suspicious
requests for
Personal
Information

Do not search for
Bank/UPI customer
care numbers on
search engines or
Social media. Always
visit the official
website.

1800 419 8300 (Toll Free)

Follow us @PSBIndOfficial

Install Anti-virus ,

Anti-Phishing and

Key Logging Soft
wares on all
computers

Avoid sharing official
USB drives with other
personal computers
of Family/Friends
around you.
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OCTOBER IS CYBER SECURITY MONTH
jnformation Security Starts With You

Ransomware is a type of malware that restricts users from accessing the system
and demands to pay ransom in order to regain access.

They steal
‘ Credentials/
MODUS OPERANDI Ransoruate _Sensitivg
encrypts various file information and
. formats with block user out of
Cyber Criminals different file the system.
load malwares extension.
within Email T >
attachments, fake ~ e
websites , When o T= xS
clicked by users 3, | s
unknowingly \ -~ OIS ‘
= Install ad
Blockers to
HOW TO BE SAFE ‘ Protect your combat exploit
personal/official
Deploy Effective with licensed
backup strategies, Anti virus

keeping Backup safe,
Recover lost Data in
event of infection.
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OCTOBER IS CYBER SECURITY MONTH
Information Security Starts With You

Ransomware IS a type of malware that restricts users
1TOIM aCCessIng the SYSIEM dra demdnas to pay
ransom in order (o regalil dCCeESS

«Cyber Criminals
load malwares
within Email
attachments,

-Ransomware |

encrypts
various file
formats with
different file

fake websites |
When clicked by
users
unknowingly

Deploy Effective
backup
strategies,
keeping Backup
safe, Recover
lost Data in event
of infection

extension.

Install ad
Blockers to
combat exploit

Protect your
personal/official
with licensed Anti
virus

— Configure Strong
Firewalls to test
Securit
protocols.
*They steal
Credentials/
Sensitive
information and
block user out of
the system.

& Advanced
ransomware
are designed to
evade sandbox

.

Follow us @PSBIndOfficial
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